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About	
  Me	
  

§ Mobile	
  Security	
  Architect	
  with	
  FishNet	
  Security	
  
§  20+	
  Years	
  of	
  Enterprise	
  IT	
  Experience	
  
§  4	
  Years	
  of	
  Enterprise	
  Mobility	
  Experience	
  
§ Work	
  with	
  SMB	
  to	
  Fortune	
  500	
  
§  Electrocuted	
  twice	
  with	
  10,000	
  volts	
  

	
  
	
  

	
  



What’s Happening? 
	
  
§  Apple 

§  iOS 7 
§  iOS 8 

§  Samsung 
§  KNOX? 
§  Tizen 

§  Google 
§  KitKat 	
  

	
  



What’s Happening? 

	
  
§  AirWatch 

§  Vmware ($1.4B) 
§  MaaS 360 

§  IBM (unknown) 
§  Zenprise 

§  Citrix (undisclosed) 	
  

	
  

Market Leader Consolidation 



Mobile	
  Trends	
  

§  Demand	
  for	
  “Any,	
  Any,	
  Any!”	
  
§  BYOD	
  
§  ProducVvity	
  increase?	
  
§  Increased	
  demand	
  to	
  resources	
  

§ Public	
  
§ Private	
  

§ Work/Life	
  balance	
  
	
  

	
  
	
  

Image	
  Source:	
  readwrite.com 



Mobile	
  Trends	
  

§  Significant	
  installed	
  base	
  
§  Widely	
  viewed	
  as	
  the	
  most	
  secure	
  
mobile	
  pla[orm	
  

§  Tight	
  integraVon	
  between	
  
management	
  components	
  and	
  
devices	
  

§  No	
  clear	
  path	
  forward	
  for	
  
organizaVons	
  relying	
  on	
  BB	
  type	
  
security	
  controls	
  

BlackBerry: It’s a sinking ship! 



Android is a registered trademark of Google Inc. Apple Inc. is a registered trademark of Apple Source: CIO Magazine All Rights Reserved. 
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Mobile	
  Trends	
  

	
  
	
  

4.4	
  -­‐	
  KitKat	
  
• DistribuVon	
  –	
  1.4%	
  

4.1.x	
  –	
  4.2.x	
  –	
  Jelly	
  Bean	
  
• DistribuVon	
  –	
  59.1%	
  

4.0.3	
  –	
  4.0.4	
  	
  –	
  Ice	
  Cream	
  Sandwich	
  
• DistribuVon	
  –	
  16.9%	
  

3.2	
  -­‐	
  Honeycomb	
  
• DistribuVon	
  –	
  0.1%	
  

2.3.3	
  –	
  2.3.7	
  -­‐	
  Gingerbread	
  
• DistribuVon	
  –	
  21.2%	
  

2.2-­‐	
  Froyo	
  
• DistribuVon	
  1.3%	
  

§ Android	
  –	
  Choose	
  your	
  flavor!	
  
§ Open	
  Architecture	
  
§ Over	
  80%	
  on	
  4.x	
  
§ Many	
  Device	
  Makers	
  

Source:	
  developer.android.com 



Mobile	
  Trends	
  

§  What’s	
  improved?	
  
	
  	
  	
  	
  	
  Jelly	
  Bean	
  (4.2.2)	
  

§  App	
  EncrypVon	
  
§  Always-­‐on	
  VPN	
  
§  ASLR	
  
§  Smart	
  App	
  Update	
  
§  Improved	
  HTML5	
  Support	
  
§  JavaScript	
  Engine	
  (8)	
  
§  MulV-­‐user	
  

Jelly	
  Bean	
  (4.3)	
  
§  Restricted	
  Profiles	
  
§  Faster	
  user	
  Switching	
  
§  AddiVonal	
  Language	
  Support	
  

Image Copyrights  Google & Samsung and their respective owners All Rights Reserved. 



Mobile	
  Trends	
  

§  Samsung	
  KNOX	
  
§  Most	
  secure?	
  
§  SE	
  Linux	
  for	
  Android	
  
§  BlackBerry	
  like	
  Pla[orm	
  Security	
  
§  ApplicaVon	
  Security	
  
§  Mobile	
  Device	
  Management	
  

Image Copyrights  Google & Samsung and their respective owners All Rights Reserved. 



Mobile	
  Trends	
  

§  Android	
  –	
  Root	
  
§  Why	
  Root?	
  

§  Full	
  OS	
  control	
  
§  Control	
  manufacturer	
  ‘bloatware’	
  
§  Apply	
  security	
  patches	
  
§  Free	
  apps	
  
§  Tethering	
  

§  Common	
  Roots	
  
§  SuperOneClick	
  
§  Unlock	
  Root	
  
§  One	
  Click	
  Root	
  
§  Nexus	
  Root	
  Toolkit	
  
§  Various	
  others..	
  

Mobile	
  Trends	
  



Apple	
  iOS	
  (7)	
  	
  
§  AirDrop	
  

§  Ability	
  to	
  transfer	
  files	
  w/out	
  email	
  

§  Control	
  Center	
  
§  Quick	
  Access	
  to	
  Enable	
  Airplane	
  Mode	
  

§  NoVficaVon	
  Center	
  
§  Improved	
  lock	
  screen	
  access	
  

§  MulVtasking	
  
§  AutomaVc	
  scheduled	
  syncing/refresh	
  

§  AppStore	
  
§  Apps	
  Auto-­‐Update	
  

Image Copyrights  Apple Inc., and their respective owners All Rights Reserved. 

Management	
  Updates	
  
§  Prevent	
  Apps	
  Using	
  Cellular	
  Data	
  
§  Single	
  Sign-­‐On	
  
§  Silent	
  Install	
  
§  Lost	
  Mode	
  

Mobile	
  Trends	
  



Mobile	
  Trends	
  

§  iOS	
  Security	
  Updates	
  
§  Touch	
  ID	
  

§  Also	
  raises	
  addiVonal	
  concerns	
  

§  Data	
  ProtecVon	
  for	
  3rd	
  Party	
  ApplicaVons	
  
§  Accessible	
  aoer	
  first	
  unlock	
  

§  AcVvaVon	
  Lock	
  
§  Require	
  CredenVals	
  to	
  Reset/AcVvate	
  Device	
  

§  Managed	
  Open-­‐In	
  
§  Per-­‐App	
  VPN	
  

§  iCloud	
  
§  Photo	
  Sharing	
  –	
  Share	
  photos	
  with	
  people	
  with	
  shared	
  
photo	
  streams.	
  	
  

§  Keychain	
  –	
  Works	
  with	
  Safari	
  to	
  remember	
  account	
  
names,	
  passwords	
  and	
  credit	
  card	
  numbers.	
  Can	
  
synchronize	
  across	
  supported	
  devices.	
  Secured	
  with	
  
AES-­‐256	
  bit	
  encrypVon	
  but	
  resident	
  in	
  the	
  cloud.	
  

	
  

Image Copyrights  Apple Inc., and their respective owners All Rights Reserved. 



Mobile	
  Trends	
  

§  Evasi0n	
  
§  iOS	
  7.1	
  
§  Others?	
  

Image Copyrights  Apple Inc., and their respective owners All Rights Reserved. 
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Image Copyrights  Apple Inc., and their respective owners All Rights Reserved. 

§  Requirements	
  
§  What	
  devices	
  to	
  support?	
  
§  Security	
  challenges	
  

§  Policies	
  
§  Accessing	
  corporate	
  content	
  
§  Loss/theo	
  

§  Human	
  Resources	
  –	
  Privacy	
  
Concerns	
  

	
  

Enterprise	
  Challenges	
  



Image	
  Source:	
  securednetworks.com 

Enterprise	
  Challenges	
  

§  Data	
  loss	
  due	
  to	
  lost/stolen	
  
devices	
  

§  Data	
  transmission	
  to	
  third	
  
parVes	
  

§  Loss	
  of	
  data	
  during	
  employee	
  
separaVon	
  /	
  terminaVon	
  

§  Regulatory	
  /	
  compliance	
  
requirements	
  



Enterprise	
  Challenges	
  

§  What	
  are	
  organizaVons	
  doing?	
  
§  Corporate	
  Liable	
  	
  
§  Personal	
  Liable	
  (BYOD)	
  
§  Hybrid	
  
	
  

§  Why	
  BYOD?	
  
§  Costs	
  
§  ExecuVve	
  adopVon	
  
§  Work/Life	
  Balance	
  
§  ProducVvity	
  



Enterprise	
  Challenges	
  

§  AddiWonal	
  Concerns	
  
§  Data	
  stored	
  in	
  the	
  cloud	
  

§  Dropbox/Box.com/iCloud/Google	
  Drive	
  

§  DifferenVate	
  personal	
  and	
  business	
  data	
  
§  Copy/paste,	
  Open-­‐in,	
  and	
  Print	
  control	
  
§  Single	
  Sign-­‐on	
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Mobile	
  Risks	
  &	
  Threats	
  

	
  
	
   

Source:	
  Lookout	
  Security	
  

	
  
Average	
  113	
  phones	
  lost	
  every	
  minute	
  

$50	
  average	
  price	
  for	
  lost/stolen	
  device	
  
 

Las	
  Vegas	
  -­‐	
  esWmated	
  5,000	
  cabs	
  	
  
§  average	
  of	
  2	
  phones	
  per	
  week	
  
§  10,000	
  phones	
  per	
  week 

United	
  Kingdom	
  –	
  London	
  
§  EsVmated	
  19,000	
  cabs	
  (black	
  cabs	
  only)	
  
§  10,000	
  phones	
  per	
  week	
  

	
  



§  Phishing	
  
§  Fraudulent	
  imitaVon	
  of	
  a	
  site	
  to	
  obtain	
  credenVals	
  or	
  cc	
  

§  Clickjacking	
  
§  Malicious	
  technique	
  to	
  trick	
  users	
  into	
  clicking	
  a	
  malformed	
  link	
  	
  

§  Likejacking	
  
§  Uses	
  Facebook	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  like	
  buton	
  

§  MitM	
  
§  Spoof	
  public/private	
  WiFi	
  

§  PrevenWon	
  
§  Device	
  security	
  seungs	
  
§  Don’t	
  click	
  on	
  links	
  
§  Type	
  the	
  address	
  
§  User	
  Awareness	
  Training	
  

“Like” Button, Registered trademark of Facebook.com 

Mobile	
  Risks	
  &	
  Threats	
  



§  iOS	
  Passcodes	
  (Security	
  vs.	
  Usability)	
  	
  
§  Simple	
  Passcode	
  (4	
  numeric	
  digits)	
  	
  

§  Less	
  than	
  30	
  minutes	
  
§  Longer	
  Passcode	
  (6	
  numeric	
  digits)	
  

§  Less	
  than	
  3.15	
  days	
  
§  Complex	
  Passcode	
  (7	
  alphanumeric,	
  at	
  least	
  1	
  uppercase	
  and	
  1	
  numeric)	
  

§  Less	
  than	
  44,667	
  YEARS.	
  

“Like” Button, Registered trademark of Facebook.com 

Mobile	
  Risks	
  &	
  Threats	
  



	
  Android	
  
§  Marketpay.A	
  
§  DroidDream	
  
§  Geinimi	
  	
  
§  HongTouTou	
  (aka	
  ADRD)	
  
§  Zitmo	
  
§  MasterKey	
  
§  OpFake	
  
§  Obad	
  
	
  
	
  

Source:	
  Lookout	
  Security	
  

iOS	
  
§ 	
  Ikee	
  
§ 	
  iPhone.A	
  
§ 	
  Dutch	
  5€	
  Ransom	
  
§ 	
  Code	
  signing	
  exploit	
  	
  
	
  

Blackberry	
  
§  Zitmo	
  
	
  

Mobile	
  Risks	
  &	
  Threats	
  



Mobile	
  ApplicaWon	
  
Awareness	
  



§  What’s	
  the	
  risk?	
  

Android is a registered Trademark of Google Inc.  All Rights Reserved. 
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60%	
  

70%	
  

Apple	
  App	
  Store	
   Google	
  Play	
  Store	
   Windows	
  Phone	
  
Marketplace	
  

Blackberry	
  App	
  
World	
  

Samsung	
  Apps	
   Nokia	
  Ovi	
  Store	
  

66%	
   67%	
  

61%	
  

26%	
  

39%	
  

26%	
  

Percentage	
  of	
  Free	
  Apps	
  available	
  in	
  various	
  App	
  Stores	
  

Breakdown	
  of	
  Free	
  Apps	
  



= 

Image Copyrights  Google Inc. & Facebook Inc. All Rights Reserved. 

Mobile	
  Awareness	
  



Mobile	
  Security	
  Technology	
  

Image Copyrights  gadgetnmore.com All Rights Reserved. 
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Mobile	
  SoluWons	
  

Logos are registered trademarks of their respective owners All Rights Reserved. 

§  Container	
  Based	
  
	
  
§  Pure-­‐Play	
  Mobile	
  Device	
  Management	
  (MDM)	
  
	
  
§  Mobile	
  ApplicaVon	
  Management	
  (MAM)	
  

§  Not	
  an	
  Enterprise	
  App	
  Store	
  
§  Next-­‐GeneraVon	
  
	
  

§  Mobile	
  Content	
  Management	
  (MCM)	
  



§  Containerized	
  
§  SeparaVon	
  of	
  personal	
  &	
  
corporate	
  data	
  

§  Simple	
  BYOD	
  deployment	
  
§  Personal	
  InformaVon	
  Manager	
  
(PIM)	
  

	
  
§  VerVcals	
  

§  Healthcare	
  
§  Financial	
  

Mobile	
  Management	
  



§  Non-­‐Containerized	
  
§  Device	
  restricVons	
  
§  Use	
  of	
  naVve	
  applicaVons	
  
§  Simple	
  architecture	
  
	
  

§  VerVcals	
  
§  Technology	
  
§  Entertainment	
  
§  TransportaVon	
  

Mobile	
  Management	
  



Mobile Security Technology 

Containerize or not to containerize? 

Pros Cons 
•  High degree of data security 
  

•  Can increase your carrier costs1 

•  Control access to e-mail application 
via PIN 

  

•  Reliance on 3rd party NOC 

•  Data Leak Prevention 
  

•  Non-native experience 

•  Regulatory compliance (e.g. FIPS 
140-2, SOX, HIPAA, etc.) 

•  Only available as On Premise 
Solution 

1  Contact your wireless carrier(s) for details on required plan changes and associated costs 



Mobile Security Technology 

§  MDM	
  
§  Vmware	
  AirWatch	
  
§  MobileIron	
  
§  Citrix	
  XenMobile	
  
§  Symantec	
  App	
  Center	
  
§  IBM	
  MaaS	
  360	
  

§  Container	
  
§  Good	
  Technology	
  
§  Fixmo	
  
§  AirWatch	
  Workspace	
  
§  Citrix	
  WorxMail	
  



Mobile Security Technology 

§  MAM	
  (Mobile	
  ApplicaVon	
  Management)	
  
§  Personal	
  and	
  corporate	
  

applicaVon	
  segmentaVon	
  

§  Policy	
  based	
  applicaVon	
  access	
  
§  ApplicaVon	
  and	
  data	
  encrypted	
  

container	
  

§  Wipe	
  only	
  corporate	
  data	
  and	
  
applicaVons	
  

§  IAM	
  applicaVon	
  access	
  



§  MCM (Mobile Content Management) 
 

§  Secure access to internal resources 

§  Sharepoint 

§  Network Drives  

§  Document control 

§  Strong Authentication 

Mobile Security Technology 



Mobile Security Technology 

§  MBM	
  (Mobile	
  Browser	
  Management)	
  
	
  

§  Secure	
  access	
  to	
  internal	
  sites	
  
§  Sharepoint	
  
§  Intranet	
  Sites	
  
§  Content	
  Filtering	
  

§  Strong	
  AuthenVcaVon	
  



Mobile Security Technology 

Now	
  that	
  devices	
  are	
  under	
  control,	
  what’s	
  next?	
  

§  2014	
  will	
  bring	
  
	
  

§  Mobile	
  ApplicaVon	
  Management	
  

§  Mobile	
  Content	
  Management	
  

§  Further	
  consolidaVon?	
  
§  Expect	
  innovaVon	
  from	
  leaders	
  

§  Expect	
  new,	
  more	
  complex	
  devices	
  



Thank You 


